ViHdopmanimoHHast MaMATKAa IJIsI 00y4alolnXcs JAJIs1 pa3MelleHus Ha
odpunmnanbHbix UHTEpHET-pecypcax

C KayKIbIM TOIOM MOJIOJEK!M B MHTEPHEeTe CTaHOBUTHCS OOJIbIIe, a INKOJIbHUKMA OTHU U3
caMbIX aKTMBHBIX I10JIb30BaTeseil PyHeTa. Mexxay TeM, IOMIUMO OTPOMHOTO KOJIMYeCTBa
BO3MOXKHOCTe}, MHTEepHeT HeceT ¥ mpobjeMbl. JTa MaMITKa JO/KHA ITOMOYbL Tebe
6e30MacHO HAXOAUThCS B CETH.

KomnbiroTepHbie BUPYChI

KomnoviomepHoiti  6upyc - 3TO  PasHOBUIAHOCTb KOMIIBIOTEPHBIX IIpOrpamm,
OTJIMUUTEIbHOM OCOOEHHOCTHIO KOTOPOI SIBJISIETCS CIIOCOOHOCTh K pa3sMHOKeHMI0. B
JIOTIOJIHEHME K 3TOMY, BUPYCbl MOTYT IOBPEOUTb WM IOJHOCTBI) YHUUTOXUTDH BCE
daitapl ¥ OaHHBbIE, TIOAKOHTPOJIbHBIE I10Jb30BAaTeN0, OT MMEHM KOTOpOro Obiia
3amyllleHa 3apaXEéHHasi mporpaMma, a TakKe IOBPeAUTb WIM [OaXe YHUUYTOXKUTD
omnepalMoOHHYI0 CUCTeMy CO Bcemu aiiamu B 1eloM. B OOJBLUIMHCTBE C/IydyaeB
PaCIIPOCTPAHSIIOTCSI BUPYChI Yepe3 MHTEPHET.

MeToabl 3alIIUTHI OT BPELOHOCHBIX IIPOTrpaMM:

1. Ucrnonb3yii coBpeMeHHbIe OnepaliOHHbIe CUCTEMbI, MMEIOIie CePbE3HbI YPOBEHb
3alIMThI OT BPEIOHOCHBIX ITPOTPaMM;

2. IMocTOSSHHO ycTaHaBAMBal MmauyTu (UM@POBbIe 3aIlyIaTKM, KOTOpPble aBTOMAaTUYECKU
YCTAHaBIMBAIOTCS C 1ieJbl0 AOpPaObTKM IporpaMMbl) M Jpyrue OOHOBJIEHUSI CBOeit
oIepalMoOHHOM cucTeMbl. CKauMBai X TOJBKO C ODUIIMATIBHOTO caiiTa pa3paboTuymka
OC. Ecm cy1iecTByeT peskMM aBTOMAaTUUeCKOTO OOHOBJIEHMSI, BKITIOUM €T0;

3. PaboTait Ha CBOeM KOMITbIOTEpE IO/ ITpaBaMy IT0JIb30BaTeJIsI, a He aAMUHUCTPATOPA.
TO He MO3BOJIUT GOBIIMHCTBY BPEAOHOCHBIX ITPOrPAMM MHCTA/IMPOBATHCSI HA TBOEM
IIePCOHAIbBHOM KOMITbIOTEpE;

4. VIcionib3yii aHTUBUPYCHBIE TIPOrPaMMHbIe IIPOAYKThI M3BECTHBIX IIPOU3BOAUTENIEN, C
aBTOMAaTHUUYECKMM OOHOBJIEHMEM 6a3;

5. Orpannub GuU3MUECKUI TOCTYIT K KOMITBIOTEPY JJISI TOCTOPOHHMX JINII,

6. Vcrionb3yii BHEIIHME HOCUTeIM MHpOpMaLMy, Takue Kak dJielnka, IMcK muian Qaii u3
MHTEPHEeTA, TOJbKO U3 MpodepeHHbIX UICTOUHMKOB;

7. He oTKpbIBait KOMIIbIOTEpPHBIE (haiijibl, MMOJyYeHHbIe U3 HEHAAEKHBIX MCTOUHMKOB.
Haxke Te daitabl, KOTOpbIe TIPUCIaa TBO 3HAKOMBI. JIyulile yTOUHM Y HETO, OTIIPaBJIsSLI
JI/ OH Tebe uX.

Cetnt WI-FI

Wi-Fi - 9T0 He BuJ, epeaun JaHHbIX, He TEXHOJIOTMS, @ BCero Juiib 6peH, Mmapka. Eie
B 1991 romy HupepnaHAcKasi KoMmIlaHusi 3apeructpupoBana OpeHn «WECA», 4To



o6o3Hauano ciaoBocouetaHme «Wireless Fidelity», KOTOpbIii MepeBOOUTCS Kak
«0eCcITpoBOIHAS TOUYHOCTh>.

Jlo Hallero BpeMeHM [AoIia Apyras abOpeBuaTypa, KOTOpas SBJISETCS TaKOil Ke
TexHosiorueii. 9to abbpeBuarypa «Wi-Fi». Takoe Ha3BaHMe ObLIO TaHO C HAMEKOM Ha
CTaHAAPT BBICIIMI 3BYKOBOM TexHUMKM Hi-Fi, uTO B repeBone O3HadyaeT «BbICOKAs
TOYHOCTb>.

Ia, 6ecIuIaTHbI MHTEPHET-I0CTYH B Kade, OTeNISIX ¥ a3pOIopTax SBJSETCS OTAUYHOIM
BO3MOXXHOCTbIO BBIXOJAa B MHTepHeT. Ho MHoOrmMe SKCIepThl CYMTAIOT, UTO
obmemoctynHubie Wi-Fi ceTu He SIB/ISIIOTCSI 6€3011aCHBIMMA.

CoBeThI 10 6e30MacCHOCTH paboTe B O0IIEAOCTYIHbIX ceTsax Wi-fi:

1. He mepenmaBaii cBow JMuHyl0 MHboOpMaluio depe3 obiiemoctynubie Wi-Fi ceTu.
Pa6oTas B HUX, JKeJlaTeJIbHO He BBOAMUTh ITapOJIy JOCTYIIA, IOTMHBI ¥ KaKie-TO HOMepa;

2. Vcrionb3yit 1 0OHOBJISII aHTUBUPYCHBIE TIpOrpaMMBbl U 6paHaMayep. TeM caMbIM ThbI
obe3omnacuiiib cebst OT 3aKauKy BUpPyca Ha TBOe YCTPOICTBO;

3. Ilpu ucnonb3oBanum Wi-Fi orkmioun ¢yHKIMO «O6mmit goctyn K daitaam u
npuHTepaM». JlaHHas QYHKLOMS 3aKpbiTa 10 YMOJYAHMIO, OJHAKO HEKOTOpbie
TI0JIb30BaTe/ IV aKTUBUPYIOT €€ MIJIs1 yI00CTBa UCII0Ib30BaHMS B paboTe uian yuebe;

4. He ucnonw3yit myommuubiii WI-FI gjist mepenauy IMYHBIX JAHHBIX, HaIlpuMep IJIs1
BbIXO/la B COLIMAJIbHbIE CETU WUJIN B SJIEKTPOHHYIO ITOYTY;

5. Umonb3yil TONbKO 3amuineHHoe coenuHeHue uyepe3 HTTPS, a ve HTTP, T.e. mipu
Habope Beb-azpeca BBOIU MMeHHO «https://»;

6. B m™ob6mibHOM TenedoHe orTkmounMm GyHKIMIO <«Ilogkmiouenme K - Wi-Fi
aBToOMaTuuecku». He momyckaii aBTOMaTUUYeCKOTO MOAK/IIOUYeHMSI YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBOero coracusl.

ConyanbpHbie CeTu

CouuanvHole cemu aKTUBHO BXOJSIT B HAITY KM3Hb, MHOTME JIIOAM PAab0TAIOT U SKUBYT TaM
TIOCTOSIHHO, a B Facebook yske 3aperucTpmMpoBaH MUJIMAPI UEJIOBEK, UTO SIBJISIETCS
OIHOJM CeabMOIl BCeX JXUTeJieil MjaHeTbl. MHOrMe I10Jb30BaTe/NM He MOHUMMAKT, YTO
nHopMalusi, pasMelleHHasT MMM B COLMAJbHBIX CETSIX, MOXKET ObITh HalifeHa U
MCITOJIb30BaHa K€M YTOJTHO, B TOM UMCJIe He 00s13aTe/IbHO ¢ 6J1arMMy HaMepeHUSIMMA.

OCHOBHBIE COBETHI IO 0€30IaCHOCTU B COIIMMAJIBHBIX CEeTAX:

1. OrpaHnub CHOKUCOK Apy3eit. Y TebsT B APYy3bsSIX He IO/KHO OBITh CIAy4YaiHBIX U
HEe3HAKOMBIX JII0Ael;

2. 3amnuinai cBOI YacTHYIO XXM3Hb. He ykasbiBaii maposin, TesedoHbl, aipeca, OaTy
TBOET0 POXIEeHMUSI M OPYIylo JAUUHYI0 WMHOOpMaluio. 3JI0yMBIINIIEHHUKNA MOTYT



MCIIOJIb30BATh [dad’Ke I/IH(I)OpMaLII/IIO O TOM, KaK Tbl M TBOM POAUTEIN IIJIAHUPYETE
IMPpOBECTU KaHUKYIJIBI;

3. 3aluIai CBOIO peryTaluio - JepsKM ee B YMCTOTe U 3a/aBaii cebe BOIIPOC: XOTeJT ObI
ThI, YTOOBI APYTHeE MOJIb30BaTENN BUIEM, UTO ThI 3arpyskaelrb? [Togymaii, mpeskae yem
YTO-TO OITyOJIMKOBATh, HAIIMCATDb U 3arPy3UTh;

4. Ecaiy ThI TOBOPUIIID C JIOAbMM, KOTOPBIX He 3Haelllb, He MCI0/Ib3Yii CBOe peajibHOe UMS
" IPYTYIO IMYHYIO MHPOPMAIIUM: MUMSI, MECTO JXKUTEeIbCTBA, MECTO YyUeObl 1 ITpoUee;

5. U36erai1 pasmemenus dororpaduii B IHTepHeTe, e Thl M300pakeH Ha MEeCTHOCTH,
10 KOTOPOJ MOKHO OTIpeie/INTh TBOE MeCTOIIO/IOKEHIE;

6. IIpu peructpauyum B COIMATBHOM CETY HEOOXOIMMO MCITOIb30BaTh CI0KHbBIE ITapoJIH,
cocTosIe 13 6ykB 1 IUdp 1 C KOIMUIECTBOM 3HAKOB He MeHee §;

7. JIJist COUMANIbHOV CETH, TIOUThI ¥ APYTUX CAATOB HEOOXOIMMO MCIIOIb30BaTh Pa3HbIe
naposu. Torga ecyiv Te6sT B3JIOMAlOT, TO 3JIOYMBIIJIEHHUKM TTOJTYYaT HOCTYIT TOIbKO K
OJTHOMY MeCTYy, a He BO BCe cpasy.

JJIEeKTPOHHBbIE JeHbI'U

AnekmpoHHble 0eHb2 — 3TO OYEeHb YAOOHBIN CIIOCO0 IIaTeskeil, OJHAKO CYIIeCTBYIOT
MOIIIEHHUKM, KOTOPbIE XOTSIT MOJIYIUTh T TE€HbI.

BHeKTpOHHbIe JEeHbI'M IIOABUJINCb COBCEM HeOAdBHO M MMEHHO M3-3a 3TOI'O BO MHOI'MX
rocygapCrBax go CUX IIOP He ITPOIIMCaHoO IIPO HUX B 3aKOHAaX.

B Poccun ke oHM (PYHKIMOHUPYIOT ¥ O HUX Y3Ke ITPOIMMCAaHO B 3aKOHE, Te UX Pa3HessioT
Ha HECKOJIbKO BUOB - aHOHMMHbIE M He aHOHMMHbIe. Pa3HuIia B TOM, UTO aHOHMMHBIE
- 3TO Te, B KOTOPBIX paspelraeTrcsi MPOBOAUTh omnepauuu 6e3 uaeHTUdUKALUA
TOJb30BaTeIss, a B HEAHOHMMHBIX UIEHTU(PUKALIUM I10JIb30BATENST  SIBJISIETCS
00s13aTeIbHOIA.

Takke ciemyeT pa3nuyaTh JIeKTPOHHbIe QMaTHbIe JeHbIM (PaBHbI TOCYJapCTBEHHBIM
BaJIIOTaM) U 2JIeKTPOHHbIe HedMaTHbIe JeHbI'M (He paBHbI TOCYapCTBEHHbBIM BalOTaM).

OcHOBHbIE COBETHI 10 0e30MacHO¥ padoTe ¢ 3JIEKTPOHHBIMU JeHbraMM:

1. IIpuBSKM K cUeTy MOOWIIbHBIN TeaedoH. DTO caMblii yIOOHBIN M OBICTPBIN CIIOCO6
BOCCTAaHOBUTH JOCTYII K cueTy. [IpuBsSI3aHHbIi Tesie(OH ITOMOKET, ec/ii 3a6y/ielllb CBOiA
TJIATEKHBIN ITapoJIb WM 3aiiellb Ha CAlT C HE3HAKOMOTO YCTPOJCTBA;

2. I/ICHOHBBYIL/'I OJHOPa30BbI€ ITapOJIN. ITocne nepexona Ha YCMJIEHHYIO aBTOPpU3allnIo Tebe
Y>Ke He GY,HET YI'POXKAaTb OIMAaCHOCTD KPpaku MJIM I1epexXBaTa IIJIaTe>KHOTO I1apOJId;

3. Boibepu yIOKHBIN maposb. I[IpecTymHuKamM OyaeT He MPOCTO YragaTh CIOKHBINA
rnapoJsib. HazmesxxHbie 1apojim — 3TO MapoJiv, KOTOPbIe COAepKaT He MeHee 8 3HAaKOB U
BK/TIOUAIOT B CeOsI CTpPOYHbIE U IPOIMCHbIE OYKBbI, IMMPbI M HECKOIBKO CUMBOJIOB,
TaKye Kak 3HaK gosuiapa, pyHTa, BOCK/IUIIATE/NbHbIN 3HAK U T.1. Hanpumep, StROng!;;



4. He BBOAY CBOM JINYHbIE JaHHBIE HA CaiiTaX, KOTOPbIM HE JOBepSselllb.
JJIEKTPOHHAA IMoUTa

INeKMPOHHAsl N0UmMa — 3TO TEXHOJIOTUS U MIpeAoCTaBsieMble €10 YCIYTU T10 TTepechlIKe
Y TIOJIYYEHMIO 3JIEKTPOHHBIX COOOIIEHM, KOTOPBIE paCIIPeAesIsTIOTCS B KOMIIbIOTEPHOIA
cetn. OOBIYHO 3JIEKTPOHHBIV ITIOUTOBBIM SIIMK BBIMJISAUT CIEOVIOIIMM 0Opa3soM:
MMS_MIONb30BaTeNI@MUMS_noMeHa. Takske KpoMe repenauy NpoCTOrO TeKCTa, MMeeTCs
BO3MOKHOCTb IlepenaBaTh (paiiibl.

OCHOBHBIE COBETHI IT0 0€30IIaCHOI padoTe C 3JIEKTPOHHOM IMOYTON:

1. Hago BbIOpaTh MpaBMIbHbIN ITOUTOBbINM CepBUC. B MHTEpHETE eCTh OIPOMHbIN BbIOOD
OecIIaTHBIX MOYTOBBIX CEPBMCOB, OJTHAKO JIYUIllEe JOBEPSITh TEM, KOTO 3HAaelllb U KTO
TIepBbII B PEMTUHTE;

2. He ykasbIBaii B IMYHON ITOUTe JMUHYI0 MHpOopMaInio. Hampumep, aydiine BoIGpaTh
«MY3bIKaJIbHbIN_(paHaT@» man «pok2013» BmecTo «Temal3»;

3. Mcmonb3yii ABYX3TAMMHYI0 aBTOpU3alnio. ATO KOraa MOMMUMO I1apoJis HY>KHO BBOAUTD
KO/, TIpUChlIaeMblii 110 SMS;

4. Bpibepu CJIOKHBIM ITaposib. s KaskIOro MOYTOBOTO SIIMKA HO/DKEH OBITh CBOJ
HaJe>KHbIM, YCTOMUMBBIN K B3JIOMY [1ap0Jib;

5. Ecau ecTb BO3MOXHOCTb HaIlMCaTh CAMOMY CBOJ JIMUHBIN BOMPOC, UCIIOJIb3Yil 3Ty
BO3MO>XXHOCTbD;

6. Vcnonb3yii HECKOJbKO IOYTOBBIX SIIMKOB. IlepBbIil [JIsI 4aCTHOI MepenmcKku C
aJipecaTaMy, KOTOPBbIM ThbI JOBepsielllb. DTO 37IeKTPOHHBIN aZpeC He HaL0 UCII0Ib30BaTh
TIpU perucTpauyu Ha hopyMax u caiTax;

7. He oTkpbIBait aitabl  Apyrue BAOXKEHMs B MMCbMaXx Jaxke eCy OHM ITPUIIUIY OT TBOUX
npyseit. Jlydiiie yTOUHM Y HUX, OTIIPABJISUIN JIX OHU Tebe 3TU (haiiibl;

8. IMocsme oKOHYAHMSI PabOThl HA IMOYTOBOM CEpBUCE Tepes 3aKPbITMEM BKIAIKU C
caiiToM He 3a0y/b HAKaTb Ha «BbIITH».

KuoepOoy/UIMHT MIM BUPTYaJIbHOE U3IeBaTe/IbCTBO

Kubepbynnuve — TipeciefoBaHMe COOOIIEHUSIMM, COAEPXKAIIMMU OCKOpPOIeHMS,
arpeccuio, 3amyruBaHue; XyJUTAHCTBO; COILMa/ibHOe OOVKOTMpPOBaHME C TTOMOIIbIO
pas3IMYHbIX MHTEPHET-CEePBUCOB.

OCHOBHBbIE COBETHI 10 00PbOE ¢ KMOEPOY/IJIMHIOM:

1. He 6pocaiicst B 60it. JIyurimii crmoco6: MocOBeTOBaThCSI KaK cebst BeCTU U, ec/iM HeT
TOT0, K KOMY MOXXHO 00pPaTUThCSI, TO BHaUasie yCIIOKOUTHCS. EC/iv Thl HAUHEeIIb OTBEYaTh
OCKOpPOJIEHMSIMM Ha OCKOPOJIEHMSI, TO TOJIBKO elrle 00JIbIle pPa3osxsKellb KOH(INKT;



2. YripaBJisiit cBoeii KubepperyTaiyueii;

3. AHOHMMHOCTb B ceTy MHMMas. CyIIecTBYIOT CIIOCOObI BBIICHUTb, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cToUT BeCT Xy/JIMIaHCKMIA 06pa3 BUPTYaJIbHOM KM3HM. VIHTEepHET GUKCUpPYeT Bce
TBOM JEVCTBUS M COXpaHSIeT UX. YIAIUTD UX OyIeT KpaiiHe 3aTPYAHUTENbHO;

5. Cob6irofaii CBOit BUPTYAJIbHYIO YECTh CMOJIOAY;

6. IrHopupyit emMHMYHBIN HeraTuB. OTHOpPa30Bbie OCKOPOUTEIbHBIE COOOIITEH NS JTyUIIIe
UrHopupoBaTb. OO6BIUHO arpeccus mpekpaiiaeTcs Ha HayajabHOM CTagumu;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMY COOOIIEHUSIMMU, B COIIMATBHBIX
CeTSIX eCTh BO3MOXXHOCTb OJIOKMPOBKM OTIIPABKM COOOIIEHMI C OTIpeie/IeHHbIX aIpeCcOB;

8. Eciu ThI cBuperenb KubepOy/uimHra. TBOM [OENCTBUSI: BBICTYNUTH IPOTUB
npecjaefoBaTesis, IOKa3aTb €My, 4YTO €ero JeiCTBUSI OLEHMBAIOTCS HETraTUBHO,
nofaepskaTh JKepTBY, KOTOPOJ HY>KHA MICMUX0JIOrMyeckasi TOMOIIb, COOGIIUTH B3POC/IbIM
0 (pakTe arpeccMBHOrO MOBeEeHMS B CETH.

MoowmiabHbI TenedoH

CoBpeMeHHble CcMapT@OHbI ¥ IUIAHIIETHI COJepXaT B cebe BIIOJHE B3POCJIbIi
dyHKLIMOHAA, ¥ Temepb OHM MOTYT KOHKYPMUPOBaTb CO CTAlMOHAPHBIMM
KoMmmnboTepamyu. OIHAKO, CPEACTB 3aIMThI IJIs IT0I0OHBIX YCTPOVICTB IT0OKA OYEHDb MaJIO.
TecTupoBaHMe U MOUCK YSI3BUMOCTEN B HUX MPOUCXOOUT He TaK MHTEHCUBHO, KakK AJIs
I1K, TO ke camoe KacaeTcs ¥ MOOMJIbHBIX ITPUIOKEHUIA.

CoBpeMeHHbIe MOOMJIbHBIE Opay3epsl ysKe MPaKTUUECKM JOTHAIM HACTOJbHbIE aHAJIOTH,
OJTHAKO paciivpeHyne pyHKIMOHAIA BjeUYeT 32 060 OOJBINYIO CJIOKHOCTb ¥ MEHBIIYIO
3aIUIIeHHOCTb.

Jlayieko He BCce MPOM3BOUTENN BBIITYCKAIOT OOHOBIEHUSI, 3aKPbIBAOIINME KPUTUUECKIE
YSI3BUMOCTM [J151 CBOMX YCTPOJCTB.

OcHOBHbIE COBETHI AJIs1 6e30MmacHOCTM MOOMIBHOTO Te.He(l)OHaZ

1. Huuero He SBJIsSIeTCSI IO-HACTOSIIIEMY OeCIuIaTHbIM. ByIb 0oCTOpOsKeH, Beb Koraa Tebe
rpejiaraloT GecruIaTHbI KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKue-TO IIJIaTHbIE
YCIIYTH;

2. ymaii, ripexkae ueM otnpaBuTb SMS, ¢oTo unu Bumeo. Tl TOUHO 3HAaelllb, IOe OHU
OyayT B KOHEUHOM UTOre?

3. Heo6x011MO0 OGHOBJISITH OIEPaIMOHHYIO CMCTEMY TBOEro cMapTdoHa;

4. Vicrionb3yit aHTUBUPYCHbBIE TPOTPAMMBbl Jj1s1 MOOMJIbHBIX Te/le(hOHOB;



5. He 3arpy>1<a171 NPpUIOXKEHMS OT HEM3BECTHOI'O MCTOUYHMKA, BEAb OHM MOI'YT COOEP>KaTb
BpedJOHOCHOE ITpOorpaMMHO€e 069CH€‘1€HM€;

6. [Tocsie TOro Kak ThI BbIEIIb C caiiTa, IJie BBOAMII JUUHYIO MHGOpMAIINIO, 3aiiau B
HaCTPOVKM Opay3epa 1 yaanu cookies;

7. Ilepyoayuuecky MpoBepsiit Kakue miaTHbIe YCIYTY aKTMBUPOBaHbI HA TBOEM HOMepe;

8. ITaBaii cBOi1 HOMEpP MOOMJIBHOIrO TejaedoHa TOJbKO JIIOASM, KOTOPBIX Thl 3HAEIIb U
KOMY JIOBepsielllb;

9. Bluetooth momkeH OBITH BBIK/IIOUEH, KOIAa Thl MM He IOJb3yellbcs. He 3a0biBaii
MHOTAA MPOBEPSITh 3TO.

Online urps1

CoepemeHHble OHNALIH-UZPbl - 3TO KpacOUHbIe, 3aXBaThIBAWOIIME pa3BIeUeHNMS,
06beIMHSIONIMEe COTHM ThICSIU YeJIOBEK 10 BceMy MUpPY. I'pOKM MCC/IenyIoT JaHHbIi UM
Mup, OOIIAIOTCS APYT C IPYrOM, BBITIOJHSIIOT 3aJaHMs, CPasKalOTCSI C MOHCTpaMU U
MOJIyYalOT OIBIT. 3a YIOOBOJBCTBME OHM IUIATST: IOKYMHAKOT IMUCK, OIUIAYMBAIOT
aGOHEeMEeHT WJIM MPUOo6GpeTaroT Kakue-To OILVM.

Bce sTM cpencTBa MAYT Ha TMOJJepsKaHMe M pasBUTHE UTPbI, a TakKkKe Ha camy
06e30MaCcHOCTh: COBEPIIEHCTBYIOTCS CMCTEMbI aBTOPMU3AIINMM, BBIITYCKAIOTCSI HOBbIE ITATUM
(umdpoBbIe 3arUIaTKU JJI IPOrpaMM), 3aKpbIBAIOTCS YSI3BMMOCTM CEPBEPOB.

B I'IO,H,O6HIJIX Urpax CTOUT OIIaCaTbCAa He CTOJIbBKO CBOMX COIIEPHMKOB, CKOJIbKO KpaXI
TBOETO I1apo0Jid, Ha KOTOPOM OCHOBAdHa CMCTEMa aBTOpMU3allun OOJIBIIMHCTBA urp.

OCHOBHBIE COBETBI II0 0€30IaCHOCTY TBOETO UTPOBOIo akKKayHTa:

1. Ecnu gpyroit UTPOK BefeT cebsl MJI0X0 MIM CO3TaeT Tebe HelPUSITHOCTH, 3a0JI0KUPYit
€ro B CITMCKe UTPOKOB;

2. Tloskamyitcss agMMHMUCTpaTOpaM Wrpbl Ha IJIOXOe T[IOBeleHMe 3TOro WUrpoKa,
JKeaTe/IbHO MPUIOXKNUTDb KaKue-TO J0Ka3aTeabCTBA B BUJe CKPUHOB;

3. He ykasbiBaii nMuHylo MHGOpMaLuio B ripodaiisie UTpbl;
4. YBaxkail Apyrux y4aCTHUKOB I10 UTpe;

5. He ycranaBnmBait HeoduiinaabHbIe MAaTUYM U MOJIBI;

6. Vcrionb3yii C7I05KHBIE M pa3HbIe MTapoJin;

7. Oaxke BO BpeMs UTPbl HE CTOUT OTK/IOUAThb aHTUBMUPYC. IIoKa Thl uUrpaelub, TBOW
KOMIIBIOTEP MOTYT 3apa3uThb.

OUIIMHT WIn Kpa’Kka JIMIYHBIX TaHHbIX



OOBIUHOIA Kpa>1<e171 OE€HEr M OOKYMEHTOB CerogHs YyXe HMKOIo He yAMBUIlIb, HO C
pa3BUTHEM I/IHTepHeT-TeXHOHOFI/IVI 3JIOYMBIIVIEHHUKU II€peMeCTUINCh B MHTEPHET, U
MNpoAaoJDKAaKT 3aHMMATbCA «JTI0OVIMBIM» JeJIOM.

Tak mosiBMach HOBasl yrpo3a: MHTePHET-MOIIeHHNYEeCTBa MM GUILNMHT, TJIaBHAS 11e/Th
KOTOPOTO COCTOMUT B TOJyYeHUM KOH(PUOEHIIMATbHBIX MAHHBIX TOJb30BaTeneil —
JIOTMHOB ¥ TapoJeii. Ha anrnmiickom si3pike phishing untaercs kak ¢ummar (ot fishing
— pbIOHAS JIOBJISI, password — mapoJib).

OCHOBHBIE COBETHI 10 60pbOEe ¢ PUIIMHIOM:

1. Cnegu 3a cBOMM aKKayHTOM. Eciau Thl INMOJ0O3peBaelllb, YTO TBOSI aHKeTa OblLia
B3JIOMaHa, TO HEOOXOIMMO 3a6JIOKMPOBATh €€ ¥ COOGIIUTh aAMUHUCTPATOpAM pecypca
00 3TOM KaK MOXXHO CKOpee;

2. Vicnonb3yit 6e3omacHble Be6-CcaiThl, B TOM YMC/Ie, MHTEPHET-MAara3HOB M ITIOMCKOBBIX
CUCTEM;

3. Vicrionb3yii cJIOKHBIE M pa3Hble Mapoan. Takum ob6pasom, eciau Tebst B3IOMAIOT, TO
3JIOYMBIIIJIEHHUKY TTOTyYaT JOCTYII TOJIbKO K OMHOMY TBoeMy poduIio B CETH, a He KO
BCEM;

4. Ecii Te6s1 B3/1OMasN, TO HEOO6XOAMMO IPeayIpeIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
IobaBjieHbl y TeOSI B IPY3bsIX, O TOM, UTO TeOsI B3JIOMaJIM ¥, BO3MOXKHO, OT TBOEI'O MMEHU
OymeT pacchbuIaTbCS CIIaM M CChUTKM Ha (GUINMHTOBbIE CATHI;

5. YcraHnoBu HageskHbIi maposb (PIN) Ha MOOMIIbHBIN TenedoH;
6. OTKITIIOUM cOXpaHeHMe Maposis B Opay3epe;

7. He oTKpbIBait (aitabl ¥ Apyrie BAOXKEHMS B MCbMax Jaske eCIy OHY MPUIIIM OT TBOUX
npy3eii. JIydiie YTOUHM Y HUX, OTIIPAB/ISUIM JIM OHU Tebe 3TU (haiibl.

IIndposas penyrauus

Lugposas penymayus - 3T0 HETaTUBHAs WIN TTO3UTUBHASI MHGOpMaLMs B CeTU O Tebe.
Kommpomerupywias nHGoOpManus pasMelleHHas B MHTEPHETE MOKET Cepbe3HbIM
o0pa3om OTpa3uUTbCs Ha TBOeH peanbHOI XusHu. «Ludposas pemnyraiusi» - 3T0 TBOM
VMUK, KOTOPBIN hopMupyeTtcst u3 nHGopMaLuy o Tebe B MHTEpPHETE.

TBoe MeCcTO JXUTeIbCTBa, y4uebbl, TBOe (PMHAHCOBOE TIIOJIOXKEeHMEe, OCOGEHHOCTU
XapaKkTepa ¥ paccKasbl 0 OJIM3KMX - BCe 9TO HAKaIJIMBAETCS B CETH.

MHorue IoAPOCTKY JIETKOMbBICJIEHHO OTHOCSITCS K MYOJIMKALIMM IMYHOM MHPOpMaLm B
MHTepHeTe, He TIOHMMAast BO3MOKHBIX ITOC/IeICTBUIA. ThI Taske He CMOKEIb JOTagaThCsl
0 ToM, uTO (potorpacdusi, pasMellleHHas 5 jJeT Ha3a[, cTajia IPUUMHOI OTKa3a IMPUHSITh
Tebs Ha paboTy.

KommeHTapuu, pasmelieHue TBoux Qotorpadmuit M Apyrme neicTBUSI MOTYT He
MCUYE3HYTh JaXe IOC/Ie TOTrO, Kak Thl UX yAaauiib. Tl He 3Haelllb, KTO COXPaHU 3Ty



mH(OopMaLuIo, IMoIasa i OHa B ITIOMCKOBBIE CHCTEMbI ¥ COXpAaHWIACh JIX OHA, a IJIaBHOe:
YTO IMOAYMAIOT O Tebe OKpysKawollee JIOM, KOTOpble HaMAyT M YyBUOAT 3T0. HaiitTu
MHGOPMAIMIO MHOTO JIET CITYCTSI CMOSKET JTI000#1 - KaK 13 T0OPBIX IMTOOYKIAEHUI, TaK U C
HaMepeHeM MTPUUNHUTD Bpel. DTO MOXKET ObITh KTO YTOIHO.

OCHOBHBbIE COBETHI IO 3aIUTe HMUPPOBOI permyTauun:

1. ITogymaii, mpexie 4yeM 4TO-TO IMyOJMKOBATh U IepelaBaTh y cebs B 6j0Te MM B
COLIMAJIbHOM CeTH;

2. B HacTpoiikax mpoduis yCTaHOBYM OTpaHMUYEHMS Ha IIPOCMOT]P TBOErO MpoduJIs 1 ero
COJIEP>KMMOT0, CeJIai ero TOJMbKO «JIJISl IPY3eii»;

3. He pa3meait 1 He yKasbiBaii MHQOpMAIMIO, KOTOpPasi MOXKET KOT0-JIMb60 OCKOpPOISITh
VI OOM3KATh.

ABTOpCKOe 11paBo

CoBpeMeHHble IIKOJbHUKM- aKTMBHbIE II0JIb30BaTeM I1M(GpPOBOro IPOCTPaAHCTBA.
OpHako Janeko He BCe 3HAIOT, UTO M0JIb30BaHMe MHOTYMM BO3MOXXHOCTSIMMU LIM(MPOBOTO
Mupa TpebyeT cob/I0JeHNs TTpaB Ha MHTEe/VIeKTYaTbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEJJIEKTya/IbHAsI COOCTBEHHOCTb» OTHOCUTCS K Pa3JIMYHBIM TBOPEHMSIM
YyeJI0BeYeCKoro yma, HauMHash C HOBBIX M300peTeHMii M 3HaKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha TPOAYKTbI M YCJIYTM , M 3aKaHUMBas KHuUramu, dororpadusmu,
KMHOPUIbMaMM 1 My3bIKaJIbHbIMM ITPOU3BEIEHUSIMU.

ABTOpCKMe ITpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTDb Ha ITPOU3BEIeHMS
HayKU, JIMTepaTypbl U UCKYCCTBA. ABTOpPCKME MpaBa BbICTYMNAIOT B KauecTBe rapaHTuUu
TOT'0, UTO MHTEJUIeKTYaJbHbII/TBOpUECKNit TPy aBTOpa He OyeT HalmpacHbIM, JacT eMy
CIpaBe/l/IMBbIe BO3MOXHOCTM 3apaboTaTh Ha pe3ylbTaTaxX CBOEro TPyHa, MOTYYUTb
M3BECTHOCTH U Mpu3HaHue. HUKTO 6e3 paspellieHus: aBTOpa He MOKET BOCITPOU3BOIUTD
ero Ipou3BelleHMe, PaCIpOCTPaHATb, ITyOJMUHO JEeMOHCTPUPOBATh, IIPOMABaTh,
MMIIOPTUPOBATD, ITyCKaThb B MPOKAT, MTyOJMUHO UCIIOTHSTh, TOKAa3bIBATh/UCIIONTHATD B
acdupe uau pasmeniath B IHTepHeTe.

Vcmonb30BaHMe <«IIMPATCKOrO» IPOTpaMMHOrO obecrieyeHMsT MOKeT IIpUBECTU K
MHOTMM pUCKaM: OT IOTEPM HAHHBIX K TBOMM aKKayHTaM A0 OJIOKMPOBKM TBOETO
YCTPOJACTBA, T/ie YCTAHOBJIEHHbIN He JierajbHas mporpaMmma. He cTOUT Takske 3a0bIBaTh,
YTO CYIIeCTBYeT JierajibHble 1 OecIiyiaTHbIe TPOrpaMMbl, KOTOpble MOKHO HaiTH B CETH.

O noprane

CeTeBruoK.pd - TBOI TIJIaBHBIII COBETUMK B CeTU. 34eChb Thl MOKellb y3HaTb O
0e30MacHOCTY B CETM MOHSATHBIM M [OCTYIIHBIM SI3bIKOM, a IIPY BO3HMKHOBEHUM
KPUTUUECKOV CUTyallMuM OOpaTUTbCS 3a COBETOM. A TakkKe IPUHSTH ydacTue B
KOHKypCax " CTaTh CaMbIM LM (PPOBBIM IrpaskaHNHOM !



http://сетевичок.рф/

